HealthData Locker™

Secure and compliant record retention

HealthData Locker™ provides secure, cost effective, long-
term storage for data that will rarely be accessed but
requires preservation for compliance or disaster recovery.
With dedicated cloud storage and no user interface (Ul),
HealthData Locker™ is intended for occasional access by a
technical resource via file copy or ODBC connection.

Benefits

Offers simplicity with which data can be copied or
extracted from the source system

Provides high fidelity of data as it is typically stored in its
original or raw format

Allows data to be accessed via file copy and/or an
ODBC connection

Offers cloud hosting with multi-region redundancy
Prevents primary and active archive storage from being
overloaded with inactive or raw data

Allows for the decommissioning of existing servers,
eliminating need to host or maintain data on-premises
Complies with HIPAA privacy and security regulations
Scales to address data growth as part of a
comprehensive data management strategy
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Inactive Data Storage

HealthData Locker™ is
ideal if you have:

Inactive data that needs to be
offloaded to free up space
for active data, or allow for
server decommissioning
Data to store without the
need of a user interface
Limited or no intention of
accessing the data

A potential need to connect
to a stored database via
ODBC for reporting, utilizing
your own reporting tool
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HealthData Locker™ Tiered Storage Options

Two tiers of storage are offered within HealthData Locker™. The difference in tiers include access levels,
frequency of access, format, and cost.

Tier 1 - File Copy

Gain complimentary access to a copy of the data
once every 36 months in a flat file format provided

by Harmony Healthcare IT.

Tier 2 - File Copy/ODBC Connection

Gain complimentary access to a copy of the data

once annually in a flat file format and/or access to a

secure ODBC connection once annually for a two-
week period. Connection will be established and
disconnected by Harmony Healthcare IT.

Need a user interface to access data on demand across multiple users?

HealthData Archiver™ and HealthData AR Manager™ are active archives offering a user interface, 24/7 record
access, optional integration, and rich release of information and accounts receivable wind down workflows

for legacy records.
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HealthData Locker™

HealthData Archiver™ &

Tier 1

Tier 2

HealthData AR Manager™

Scope Long term cold storage solution with little to no access intention. | Active archives with a Ul for
A technical resource receives access to data if needed. multiple user types to access
discrete data and images.
Data Types Stored | * Raw data e Structured (discrete) data

¢ Unstructured data (documents/images)

*  Unstructured data
(documents/images)

User Access /
User Interface (Ul)

¢  Single technical resource
¢ No user interface (Ul)

e Unlimited users and types
e User interface (Ul)

Intended Access
Frequency

*  Extremely infrequent
¢ Complimentary once every
36 months

¢ Infrequent
e Complimentary once every
12 months

o 24/7

Access Level

e  File copy of data set

e  File copy of data set
e  ODBC connection

*  Open application access

Common Use
Cases

(Use cases are
dependent upon the
originating data)

-

Data accessibility for:
*  Forensic analysis

Data accessibility for:
*  Forensic analysis
e Data analysis

User Interface Access for:

e  Clinical review

*  Release of information

e A/Rwind down

°  Employee/business records
*  And more )
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Making data secure, compliant, accessible and interoperable to strengthen care delivery and improve lives.

©2022 Harmony Healthcare IT. All rights reserved. All other trademarks are the property of their respective owners;
Harmony Healthcare IT is not affiliated with their respective owners unless otherwise noted

Ph (800) 781-1044
Harmony Healthcare IT

www.HarmonyHIT.com
REV 02/23



