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With the Right Resources and Partner on Your Side, 
Your Company (and Patients) Will Benefit from a 
Solid Data Management Plan

In May 2018, an article1 released by HealthcareIT News 
revealed that the average health system has 18 dif-
ferent electronic medical record (EMR) vendors. Pre-

pandemic this number would have been enough to make 
health information technology (HIT) leaders uneasy, but 
four years later, amid an ongoing global pandemic and 
rising cyberattacks, it is essential that health care organi-
zations focus on plans to address the disparate amounts 
of active and legacy data plaguing their systems.

Data silos across a health care system leave the orga-
nization susceptible to cyberattacks, data privacy inci-
dents, and the inability to meet new regulations. On 
April 5, 2021, the Office of the National Coordinator 
(ONC) officially put into place what is known as the 
21st Century Cures Act Final Rule,2 which essentially 
puts patients in the driver’s seat with their protected 
health information (PHI).

There is a cost to a streamlined and secure approach 
to managing an organization’s information to enable the 
freedom and flow of information that we seek. Without 
a legacy data management plan in place, waters are eas-
ily muddied and access to data is much more limited. 
In addition, an unnecessary level of strain is placed on 
internal and external resources. So, what’s the solu-
tion? Prioritize the work now. This article outlines four 
ways that any organization, large or small, can use to 
implement legacy data management at their facility.

Tip #1: Build Your Team
With any big project, it is crucial to have the right stake-
holders at the table. This is certainly true in kicking off 
your Legacy Data Retention plan. Organizations achieve 
the most success with a Data Governance Board in place. 
This cross-functional board works together to establish 
policies and procedures that not only support compli-
ance with law but enable organizational workflows and 
access to data. As we’ll discuss later, it is extremely 
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important that organizations are vigilant 
in upholding the various national, state, 
and local guidelines necessary to ensure 
that the organization and their patients are 
protected.

Although a quarterly meeting is recom-
mended, frequency of meetings for the 
Data Governance Board is less important 
than the expertise of the people involved 
and the quality of time spent together. It 
has become more common to see C-suite 
leaders, billing representatives, admin-
istrative personnel, and medical profes-
sionals join the HIT teams during these 
meetings. Because representatives from 
all areas of the organization are present, 
the Data Governance Board efficiently 
makes decisions about the best way to 
manage active and legacy data, including 
making it available when needed. We’ll 
also discuss the importance of involv-
ing compliance and litigation attorneys. 
No longer can IT and health information 
management (HIM) carry the weight of 
the organization when it comes to compli-
ance and patient safety. It must be a team 
effort.

If your organization is in the process of 
starting a legacy data project, whether it is 
decommissioning an old system, archiving 
to a new EMR, or something in between, it 
is important to ask whether there is a Data 
Governance Board in place.

Tip #2: Know The rules
Health care data became highly regu-
lated with the introduction of the Health 
Insurance Portability and Accountability 
Act (HIPAA). With the ONC’s introduction 
of the Cures Act Final Rule in 2021, provid-
ers are held responsible for: (i) price trans-
parency for care, (ii) competitive options 
available to the patient via modern smart-
phone apps that allow patients to easily 
access their records, and (iii) patient’s lib-
erty and choice when it comes to impor-
tant health care decisions. These federal 
regulations must be met in addition to 
global and state requirements for health 

data management. Compliance with the 
breadth and depth of rules and regulations 
is challenging, so it is essential that des-
ignated stakeholders within your organi-
zation be apprised of the regulations and 
requirements for compliance. Health care 
compliance and legal teams leading this 
effort should be the cornerstone of a Data 
Governance Board. These teams can pro-
vide cross-functional guidance and ensure 
policies and procedures meet regulatory 
requirements.

Due to their maturity, organizations are 
likely comfortable with HIPAA, global, 
and state health care data law compliance 
measures currently in place. The Cures 
Act Final rule was intended to disrupt and 
improve information sharing across the 
health care industry. Organizations are 
now focused on how to implement require-
ments of the Cures Act. Specifically, orga-
nizations are focused on which portions 
of a patient record and from what time 
period must be delivered in response to 
the patient’s record request.

This is where your Data Governance 
Board serves a critical purpose—to iden-
tify the inventory of all active and legacy 
data locations, what information is stored, 
and how it should be released from each 
identified location. As a reminder, active 
systems are those currently used in pro-
duction and updated daily. Legacy sys-
tems are systems that are no longer used 
in production or updated daily but contain 
information that may be required for clini-
cal or regulatory purposes.

Maintaining an inventory of all data 
sources across the industry, those being 
actively updated and those retired, will 
support compliance with Information 
Blocking Provision, which requires a 
provider to release all Electronic Health 
Information (EHI) requested by a patient. 
The inventory management by the Data 
Governance Board will inform policies 
and procedures for accessing and releasing 
records in fulfillment of patient requests. 
For more detailed information on each of 
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the eight Information Blocking exceptions 
allowed by the ONC, refer to page 4 of our 
eBook.3

Tip #3: asK QuesTions for a successful 
legacY daTa managemenT parTnership
Organizations likely have internal staff 
who can understand compliance with reg-
ulatory requirements, assess their active 
and legacy data inventory, and create pol-
icies and procedures. Once an organiza-
tion begins creating an inventory of all 
active and legacy systems, organizations 
may decide to place relevant legacy clin-
ical information in the active electronic 
health record (EHR) system and reduce 
risk by consolidating legacy data into a data 
archive. This requires technical expertise 
and usually a software solution.

While there are plenty of questions to 
consider when choosing a legacy data 
management partner, the one we hear 
most often in our field of work relates to 
continuity of care. “Will this decommis-
sioning and archival disrupt care to my 
patients?” In many cases, the answer is 
no. The data are often a click away from 
the original EHR, meaning that clinicians 
still have access to their old records and 
can provide their patients with the same 
level of care they’ve come to know and 
trust.

Another piece of advice is to confirm 
the legacy data management vendor secu-
rity practices are at least industry stan-
dard, if not better. Ask the legacy data 
management vendor for a copy of their 
security information management plan 
and what certifications or third-party 
assessments they engage in. The industry 
standard right now is the HITRUST certifi-
cation. At the very least, ensure that your 
vendor is HIPAA compliant. Although the 
data is legacy data, a breach or unauthor-
ized exposure would be costly, both finan-
cially and reputationally. It is important 
that the legacy data management vendor 
enhances your organization’s security 
posture instead of weakening it.

Finally, make sure your vendor is pre-
pared to test, test, test! By test, I mean 
that both your organization and the ven-
dor understand the required elements of 
the medical record and have confirmed 
their presence prior to go-live. There is 
nothing worse than getting to go-live and 
learning your data is not validated. Ask 
your potential vendor what validation 
resources they use. Most importantly, I 
recommend engaging your organization’s 
compliance and legal teams to confirm 
the legacy record contains your organiza-
tion’s definition of a comprehensive med-
ical record, including audit logs. Working 
with compliance and legal ensures that 
the production of the data is truly repre-
sentative of the system that was used at 
the time the patient was treated and will 
hold up in court. Adhering to these mea-
sures will pay dividends when it’s time to 
execute.

Tip #4: sTraTegize for success
Creating a Data Governance Board, inven-
torying active and legacy systems, and 
establishing policies and procedures, all 
while determining areas to reduce risk 
requires a lot of work. We often tell peo-
ple that if data management were so easy, 
we wouldn’t need to discuss it. It takes the 
right mix of people, planning, and cross-
functional collaboration to do it effectively. 
But when done well, the rewards are well 
worth the effort. If your organization has 
been on the fence about creating an enter-
prise strategy for data management, you 
are not alone. We realize that for many 
organizations, active systems take prece-
dence over determining what to do with 
legacy systems. However, we believe that 
with the right resources and partner on 
your side, your business and your patients 
will benefit from a solid legacy data man-
agement plan.

While the list of legacy data manage-
ment advantages, including data migra-
tion and archiving, is too lengthy to count, 
here are six strategies for success:
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1. Consolidate Data—Have one system 
instead of multiple data silos.

2. Decrease Cost—Say goodbye to main-
tenance fees and operational costs of 
maintaining old legacy systems.

3. Ensure Compliance—Make sure your 
records are HIPAA compliant and 
secure by retaining required records, 
mitigating risk, and laying out a long-
term data governance plan.

4. Increase Security—Beef up security at 
your organization by archiving. Fewer 
entry points=less vulnerabilities for risk.

5. Enhance Efficiency—Implement a sin-
gle sign-on capability for continuity 
of care, which leads to better work-
flows, shorter wait times, and happier 
patients.

6. Simplify Reporting—Archive your 
records to make it easier to generate 
the standard audit reports you need in 

an efficient manner, with record access 
dates and time stamps at either the 
user or patient level.

Ready to get started on your Legacy Data 
Management journey? The beginning of 
a new year is a great launching point. As 
you get underway, consider the sugges-
tions outlined above and invite others to 
join you in the process. Consolidated data 
is the best kind of data.

If you have a legal question specific 
to your organization or situation, please 
engage a lawyer. This article is informa-
tional and not legal advice.
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